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A hardware mechanism for dynamic extraction and relavout of program hot spots 
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May 2000 ACM SIGARCH Computer Architecture News , Proceedings of the 27th 
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This paper presents a new mechanism for collecting and deploying runtime optimized code. 
The code-collecting component resides in the instruction retirement stage and lays out hot 
execution paths to improve instruction fetch rate as well as enable further code 
optimization. The code deployment component uses an extension to the Branch Target 
Buffer to migrate execution into the new code without modifying the original code. No 
significant delay is added to the total execution of the program ... 

Some effects of coding styles on optimizations 
Daniel Burton 

December 1990 Proceedings of the conference on TRI-ADA '90 

Additional Information: full citation , abstract 

This presentation examines the effect of a few simple Ada coding styles on compiler 
optimizations. The discussion should make the user aware of the impact these styles have 
on the ability of an Ada compiler to optimize the resulting programs. During the 
presentation, simple examples of each style will be presented, along with the Impact of 
each on a compiler's ability to optimize a program. First, the use of separates adversely 
affects the performance of optimizations across call ... 

Intrusion detection: Countering code-injection attacks with instruction-set 
randomization 

Gaurav S. Kc, Angelos D. Keromytis, Vassilis Prevelakis 

October 2003 Proceedings of the 10th ACM conference on Computer and 
communication security 

Full text available: ■g pdf(146.35 KB) Additional Information: full citation , abstract , references , index terms 

We describe a new, general approach for safeguarding systems against any type of code- 
injection attack. We apply KerckhofTs principle, by creating process-specific randomized 
instruction sets (e.g., machine instructions) of the system executing potentially vulnerable 
software. An attacker who does not know the key to the randomization algorithm will inject 
code that is invalid for that randomized processor, causing a runtime exception. To 
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